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IBM QRadar SIEM Vulnerability 
 
Issue Date: 1st August 2022 

 
Description 
 
IBM QRadar SIEM 7.3, 7.4, and 7.5 is vulnerable to local privilege escalation if this could be 

combined with other unknown vulnerabilities, then privilege escalation could be performed. 
 

Impact 
 
Privilege Escalation 
 

Affected Products 
 

Affected Product(s) Version(s) 

IBM QRadar SIEM 7.3.0 - 7.3.3 Fix Pack 11 

IBM QRadar SIEM 7.4.0 - 7.4.3 Fix Pack 5 

IBM QRadar SIEM 7.5.0 - 7.5.0 Update Pack 1 

 

Indicators of Compromise 

 
CVE-2021-39088 

Remediation/Fixes 

IBM encourages customers to update their systems accordingly. 

Affected Product(s) Versions Fix 

IBM QRadar SIEM 7.3 7.3.3 Fix Pack 12  

IBM QRadar SIEM 7.4 7.4.3 Fix Pack 6  

IBM QRadar SIEM 7.5 7.5.0 Update Pack 2  

 

 

CERT-MU 

CERT-MU Security Alert 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39088
https://www.ibm.com/support/fixcentral/swg/downloadFixes?parent=IBM%20Security&product=ibm/Other+software/IBM+Security+QRadar+SIEM&release=All&platform=Linux&function=fixId&fixids=7.3.3-QRADAR-QRSIEM-20220708215012&includeRequisites=1&includeSupersedes=0&downloadMethod=http
https://www.ibm.com/support/fixcentral/swg/downloadFixes?parent=IBM%20Security&product=ibm/Other+software/IBM+Security+QRadar+SIEM&release=All&platform=Linux&function=fixId&fixids=7.4.3-QRADAR-QRSIEM-20220531120920&includeRequisites=1&includeSupersedes=0&downloadMethod=http
https://www.ibm.com/support/fixcentral/swg/downloadFixes?parent=IBM%20Security&product=ibm/Other+software/IBM+Security+QRadar+SIEM&release=All&platform=Linux&function=fixId&fixids=7.5.0-QRADAR-QRSIEM-20220527130137&includeRequisites=1&includeSupersedes=0&downloadMethod=http
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Report Cyber Security Incidents 

Report cyber security incidents on the Mauritian Cybercrime Online Reporting System 

(MAUCORS - http://maucors.govmu.org) 

 

 

 

 
 
 
 

Contact Information 

Computer Emergency Response Team of Mauritius (CERT-MU), 

Ministry of Information Technology, Communication and Innovation 
 
Hotline No: (+230) 800 2378  Tel: 210 5520 

Gen. Info. : contact@cert.govmu.org 

Incident: incident@cert.govmu.org  

Website: http://cert-mu.govmu.org       

MAUCORS: http://maucors.govmu.org   
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